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Recap: Shmoocon 2018 Ticket



2019 Ticket Sales Data

https://shmoocon.org/2019/01/03/yearly-ticket-sales-stats-2019/ 

https://shmoocon.org/2019/01/03/yearly-ticket-sales-stats-2019/


My “Ticket Guy”

NoVa Hackers FAQ:
Q: Why have you hidden a hashtag in this slide?
A: Because I am slow and this journey requires that you be slow 
too.



🤔

8019ed9fa0c5d1c36c7ef3a4e931205368da339079331



Hash?

What Input Would We Be Searching For?



HxD: Encoded Data?



Wolfram Alpha

180 bits



File? 0x80 0x19 0xED



AsSembly?

x86:



Actually Staring At Actual Bits For “Clues”
Can I align the bits?

Is there an image there?

IS THAT A bitmap QR CODE?



Other Things I Considered:
● Searched for the string on Google, Social Media, etc.
● Considered other encoded data (IP Address?)
● Can I split the data? Is there a key AND ciphertext?
● If this is all the information we have, can you think of 

anything else?

This got me thinking about Information Theory and Sensory 
Deprivation



Am I Missing Information?
IS this information Random?
Is this Cryptographic?



HxD “Statistics” Tab: Paragraph from “Pride and Prejudice” (ASCII):

0x00 0xFF



HxD “Statistics” Tab For Given Values: “Eyeball Entropy”

0x00 0xFF



Back to Square One: #ShmooSecretSharing



Shamir's Secret Sharing
● Created by Adi Shamir (the S in RSA)
● Cryptographic Algorithm for “Secret Sharing”
● Concept:

○ Split a Secret into multiple parts “shares”
○ Define a “threshold,” which is the minimum number of 

shares required to reconstruct the original secret
○ Secret can be recreated with any combination of unique 

shares at the threshold



Shamir’s Secret Sharing
Example:
● Secret: Encoded in a 2nd Degree 

Polynomial (coefficient)
● Each Share: Points on the parabola

An infinite number of 2nd degree 
polynomials can pass through two points.

However, three points can define a 
unique 2nd degree polynomial

The actual implementation is more 
abstract (finite field), and can’t be 
represented in 2 dimensions.



Hits for:
● ShmooCon Slack
● Reddit
● LinkedIn
● GitHub
● Twitter
● Reddit
● YouTube

Google Search for “#ShmooSecretSharing”



Implementation Matters
● There are many different 

implementations of SSS
● The way the data is encoded 

varies.
● Secrets.js follows the same 

pattern as #ShmooconSecret Sharing 
(801XX, 802XX, etc)



Secrets.js (passguardian.com) 


